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Introduction

In this brief, ARTICLE 19 reviews the Code of Conduct on Countering Illegal Hate Speech
Online (the Code of Conduct) that has been developed by the European Commission in
collaboration with major information technology companies for its compliance with
international standards on freedom of expression.

According to the European Commission, the Code of Conduct is the outcome of ongoing
discussions between the European Commission and Facebook, Microsoft, Twitter and YouTube
(the IT companies) as well as civil society.! It was initiated following the EU Colloquium on
Fundamental Rights in October 2015 on ‘Tolerance and respect: preventing and combating
Antisemitic and anti-Muslim hatred in Europe’ and the EU Internet Forum in December 2015.
The Code of Conduct was published on 31 May 2016 in the wake of recent terrorist attacks in
Europe and concerns among governments that social media is used by terrorist groups to
‘radicalise’ young people.

The Code of Conduct specifically refers to the Framework Decision on Combatting Certain
Forms and Expressions of Racism and Xenophobia by Means of Criminal Law (Framework
Decision) as the legal basis for defining illegal hate speech under the Code.

In this analysis, ARTICLE 19 reviews both the legal basis for the Code of Conduct (i.e. the
Framework Decision), the Code itself and the process that led to its adoption, under
international standards on freedom of expression. Since the European Commission highlighted
that the Code of Conduct is a part of series of approaches to address the problem of “online
hate speech,” we hope that the Commission will use this analysis in its future activities in this
area. We also urge the IT companies and other stakeholders to consider these
recommendations in their cooperation with the European Commission and others.

! http://europa.eu/rapid/press-release_|P-16-1937_en.htm
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Applicable International human rights
standards

ARTICLE 19’s comments on the Code of Conduct is informed by international human rights
law, in particular the right to freedom of expression as protected by Articles 19 of the
Universal Declaration of Human Rights, as well as Article 19 of the International Covenant on
Civil and Political Rights (ICCPR).

While the right to freedom of expression is a fundamental right, it is not guaranteed in

absolute terms. Under Article 19(3) of the ICCPR restrictions on the right to freedom of

expression must be strictly and narrowly tailored and may not put in jeopardy the right itself.

The determination whether a restriction is narrowly tailored is often articulated as a three-part

test. Restrictions must:

1 be provided by law, i.e. formulated with sufficient precision to enable an individual to
regulate his or her conduct accordingly;?

1 pursue a legitimate aim as exhaustively enumerated in Article 19(3)(a) and (b) of the
ICCPR; and

9 conform to the strict tests of necessity and proportionality, i.e. if a less intrusive measure
is capable of achieving the same purpose as a more restrictive one, the least restrictive
measure must be applied.®

Further limitations on the right to freedom of expression are stipulated in Article 20 (2) of the
ICCPR which requires states to prohibit “any advocacy of national, racial or religious hatred
that constitutes incitement to discrimination, hostility or violence shall be prohibited by law.”
Article 20 (2) of the ICCPR does not require States to prohibit all negative statements towards
national groups, races and religions. However, States should be obliged to prohibit the
advocacy of hatred that constitutes incitement to discrimination, hostility or violence.
“Prohibition” allows three types of sanction: civil, administrative or, as a last resort, criminal.

The UN Rabat Plan of Action (Rabat Plan)* has advanced a range of conclusions and
recommendations for the implementation of Article 20(2) of the ICCPR; these correspond
closely to the narrower political commitment of states in Resolution 16/18 to “criminalize
incitement to imminent violence based on religion or belief. Namely, the prohibition in Article
20(2) of the ICCPR requires:
1 Conduct of the speaker: the speaker must address a public audience, and their

expression include:

0 advocacy

o of hatred targeting a protected group based on protected characteristics,

0 constituting incitement to discrimination, hostility or violence.

9 Intent of the speaker: the speaker must:
o0 specifically intend to engage in advocacy of discriminatory hatred, and

2 HR Committee, L.M. de Groot v. The Netherlands, No. 578/1994, UN Doc. CCPR/C/54/D/578/1994 (1995).
3 HR Committee, Velichkin v. Belarus, No. 1022/2001, UN Doc. CCPR/C/85/D/1022/2001 (2005).
4 UN Rabat Plan of Action, 2012.
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o intend for or have knowledge of the likelihood of the audience being incited to a
discrimination, hostility or violence;

1 A likely and imminent danger of the audience actually being incited to a proscribed act,
as a consequence of the advocacy of hatred. A six-part “severity threshold” test, outlined
below, assists in measuring whether the danger of incitement is sufficient to justify
restrictions.

0 Context: analysis of the context should place the speech act within the social and
political context prevalent at the time the speech was made and disseminated, for
example the existence or history of conflict, existence or history of institutionalised
discrimination, the legal framework and the media landscape;

0 The identity of the speaker: the position or status of the speaker in society should be
considered, specifically the individual or organisation’s standing in the context of the
audience to whom the speech is made and disseminated;

0 The intent of the speaker: it should be considered whether the speaker specifically
intended to engage in the advocacy of hatred, to target a protected group, and for the
proscribed outcome of discrimination, hostility or violence to actually occur;

0 The content of the expression: the words that were said and how they were said is
critical, in particular with regard to what the audience understood by the content of
the expression, and the form of the expression;®

0 The extent or magnitude of the expression: this includes elements such as the reach of
the speech, its public nature, magnitude and the size of the audience;

0 The likelihood and imminence of discrimination, hostility or violence actually
occurring: as an inchoate offence (where criminalised), there must be a reasonable
probability that the speech would succeed in inciting actual action against the target
group, recognising that such causation should be rather direct.

The six part test has been referenced positively by the UN Special Rapporteur on the
promotion and protection of the right to freedom of opinion and expression® and the
Committee on the Elimination of all forms of Racial Discrimination (the CERD Committee) has
also based their guidance for respecting the obligation to prohibit certain forms of expression
under Article 4 of the ICERD on this test.’

It should also be noted that there are some forms of “hate speech,” which may be understood
as individually targeting an identifiable victim. This type of “hate speech” does not fit within

5 Ibid., p. 35 - 36.

6 Report of the UN Special Rapporteur on the promotion and protection of the right of freedom of opinion and
expression, A/67/357, 7 September 2012 (the 2012 Report of the SR on FOE), para. 45. The report cites an
earlier draft of ARTICLE 19's policy brief on incitement, prepared ahead of one of the regional expert meetings
organised by OHCHR. Following these workshops the test was streamlined to six parts, which is also reflected in
the Rabat Plan of Action.

7 UN Committee on the Elimination of Racial Discrimination (CERD), General recommendation No. 35 : Combating
racist hate speech, 26 September 2013, paras. 15 - 16. The CERD Committee specifies that five contextual
factors should be taken into account: the content and form of speech; the economic, social and political climate;
the position or status of the speaker; the reach of the speech; and the objectives of the speech. The CERD
Committee also specifies that States must also consider the intent of the speaker and the imminence and
likelihood of harm.
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the criteria of Article 20(2) of the ICCPR because the speaker does not seek to incite others
to take an action against persons on the basis of a protected characteristic. These types of
‘hate speech’ include threats of violence, harassment and assault.

Importantly, expression may be inflammatory or offensive, but not meet any of the thresholds
described above. This expression may be characterised by prejudice, and raise concerns over
intolerance, but does not meet the threshold of severity, at which restrictions on expression
are justified. This does not preclude States from taking legal and policy measures to tackle
the underlying prejudices of which this category of ‘hate speech’ is symptomatic, or from
maximising opportunities for all people, including public officials and institutions, to engage
in counter-speech.

The same principles apply to electronic forms of communication or expression disseminated
over the Internet.® In particular, in General Comment No. 34, the HR Committee has said
that:

43. Any restrictions on the operation of websites, blogs or any other Internet-based,
electronic or other such information dissemination system, including systems to support
such communication, such as Internet service providers or search engines, are only
permissible to the extent that they are compatible with paragraph 3. Permissible
restrictions generally should be content-specific; generic bans on the operation of certain
sites and systems are not compatible with paragraph 3. It is also inconsistent with
paragraph 3 to prohibit a site or an information dissemination system from publishing
material solely on the basis that it may be critical of the government or the political social
system espoused by the government.®

While this does not necessarily imply that private companies cannot set the rules for the use
of their services, the UN Special Rapporteur on freedom of expression has long held that
censorship measures should never be delegated to private entities.!® In his June 2016 report
to the UN Human Rights Council,!! the UN Special Rapporteur on freedom of expression,
David Kaye, enjoined States not to require or otherwise pressure the private sector to take
steps that unnecessarily or disproportionately interfere with freedom of expression, whether
through laws, policies, or
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